Pulse Two-Factor Authentication

1. Download and install the “Microsoft Authenticator” app in the Google Play Store (Android) or Apple App
Store (iOS). If you already have the authenticator continue to the next step.

Android i0S
Q < Search
Authenticator Al Microsoft
Authenticator

'al Microsoft Authenticator
Microsoft Corporation
€ Everyone

INSTALL

- @O0

Downloads 8972 & Business Similar

Use Microsoft Authenticator to sign in easily and
securely.

READ MORE

Signin No passwords More secure

Microsoft Corporation

3.9 %k ok ok x #32 4+

2:_28 )

Tuesday, March 1

No SIM =

§ Authenticator

You have received a sign in
verification request.

Approve sii

Tap Verify to comple
verificatic

Microsoft
katyw@microsoftad.o

Cancel
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2. After opening the authenticator you will see one of the following screens. Click the outlined button(s) to add a

new account.

First Account

Accounts :

Let's add your first account!

For further assistance, see the Help section in the
menu.

Accounts +

Ready to add your
first account?

Add account

OR Additional Account

Accounts :

R Hobare Add account

jfobare

513 980 }§

Edit accounts

Settings

Help

— Accounts +
R jfobare £\
jfobare

634 141 ¢
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3. On the next menu select “Work or school account”.

What kind of account are you adding?

=. Personal account (D

=. Work or school account @

Other account (Google, Facebook, etc.) @)

WHAT KIND OF ACCOUNT ARE YOU ADDING?

| Personal account

[ =. Work or school account }

Other (Google, Facebook, etc.)

4. You must then allow the app access to the camera in order to read the upcoming QR code.

Allow Authenticator
to take pictures and
record video?

|:| Don't ask again

“Authenticator” Would Like to

Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow




5. Now go to https://sslvpn.nycourts.gov/2fa on the PC you intend to use Pulse with. Sign in with your AD
credentials.

¥ York State Unified Court System

Welcome to the

Pulse Connect Secure

username |ifobare Please sign in to begin your secure session.

passv.’ord essssessenes

Sign In

6. After you have sucessully signed in you will see a page like the following. Point your phone’s camera at the
screen and focus on the QR code provided. As an alternative there is a link that will provide a code to enter
manually.

Note: There will also be “Backup Codes” provided on this page. You may want to keep a record of these codes
now in case of emergency. Each of these codes are only usable once.

York State Unified Court S

Welcome to the

Pulse Connect Secure

Add jfobare user account to your two factor authentication app
You will need to install 3 two factor authentication application (Microsoft Authenticator) on your smartphone or tablet.

1.Configure the App:

Open your two factor authentication app and add "jfobare" user account by scanning the below QR code.

If you can't use QR code, then ente

2.Store Backup Codes:

Backup codes can be used to access your account in the event you loose access to your device and cannot receive two-factor authentication codes.
Following backup codes are only for one time use, we recommend you to save them securely.

qHE T TEEI BT
Naflal 1 NaFIvI3R
IR 153 FRdl]
LN E H EEH AT
G IR | (BN

Copy to Clipboard

3.Enter token code that the application generates: |

Sign In
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https://sslvpn.nycourts.gov/2fa

7. The account will now be listed in your authenticator app with a 6-digit “token code” that will renew every 30
seconds. Enter the current code in the text box and sign in.

Accounts = Accounts +

R jfobare v R jfobare vV

jfob .
o jfobare

079 884]¢ 634 141}

(o2}

v York State Unified Court System

Welcome to the

Pulse Connect Secure

Add jfobare user account to your two factor authentication app

You will need to install a two factor authentication application (Microseft Authenticator) on your smartphone or tablet.
1.Configure the App:

Open your two factor authentication app and add "jfobare" user account by scanning the below QR code.

If you can't use QR code, then enter this text

2.Store Backup Codes:

Backup codes can be used to access your account in the event you loose access to your device and cannot receive two-factor authentication codes.
Following backup codes are only for one time use, we recommend you to save them securely.

SEE (LRI s
LR B I I VaT1¥13k
[ ] LT B
LR [

LAy [t LETRH b |

Copy to Clipboard
3.Enter token code that the application generates

| Sign In |
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8. You will be redirected. If you see the following page, click “Download”.

Note: Depending on browser the steps for installation will vary slightly, but follow the same general procedure. If you

do not see something as described try moving on to the next step.
(This guide was made while using Google Chrome)

Searching for the application launcher...

25

If you know that the application launcher is not installed, skip the wait and download now

G

If you do not want to proceed, please click hers to go back.

9. Follow the onscreen instructions to begin the installation. You will see a message box prompt that the

Launcher installation was successful.

B Pulse Application Launcher X

: Pulse Application Launcher has been installed successfully,

OK

10. Click on the outlined link to continue...

After the application launcher has completed downloading, follow these installation steps.

o = -
Open File - Security Warning i@

Do you want to run this file?

L Publsher: Pulse Secure, LLC
Tyse: Windows Installer Packsge
From: C:\

[Rn ] [Ccoed ]

i PulseSecureBpplau...mii 7] Aways ask belore openng thafie

g Vibie fiesfrom the Intemet can be usefu. i\l
W' pstertisty ham your comuter.Oriy un softwel s
youtnust. Vit s the nsk?

Click “Run” '

Once you have completed the above steps, click HERE fo continue with the Pulse Secure launch.

We recommend selecting "remember" and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.
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11. You will see the following prompts as you continue installation, click “Yes” on each.

Note: There may be additional prompts that appear based on your Windows security settings, allow these as
well.

Connecting to : sslvpn.courtnet.org

?ﬁi There iz a problerm with site's zecurity certificate
&l

& The certificate is not trusted
& The certificate date iz expired
Q The name on the certificate is valid

[ Save settings

Do you want to proceed ?

Tes ‘ Mo e Certific.ate

Pulse Application Launcher - Warning

Do you want to allow Pulse Secure to contact the server?

Server : sslvpn.courtnet.org

Always Tes Mo

Setup Control - Warning -

Do you want to download, install, and/or execute software from the
following server?

Product Mame: Pulse Secure

Software Name: Pulse Secure

Server Mame: sslvpn.courtnet.org

Always | [ V= Mo

12. After you have seen and agreed to the previous three prompts the Pulse client should be installed, it is
recommended you restart your PC. Afterwards you should see the Pulse Client icon in your System Tray,
double-click to open it.

I [ » 11:48 AM
BREBRB 3 » S " 2/27/2018 o
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13. Now connect using your AD credentials...

-X

J Pulse Secure 8 Pulse Secure

File  Help

Connect to: AD-Pulse

User Name:

jfobare

Password:

Save settings

® 2010-2017 by Pulzse Secure, LLC
Allrights reserved [ Connect ] Cancel ]

&

14. When prompted enter the current 6-digit token code listed for your account in the Authenticator app and
connect. If you see the “Connection Complete” message you have successfully completed setup for Pulse
Two-Factor Authentication. You will now be prompted for a token code from the authenticator app whenever
you attempt to connect.

8 Pulse Secure

Connect to: AD-Pulse

"E_ Provide the following credentials to complete the connection.

jffobare

Please enter your secondary token information:

[ Cnnnect] Cancel ]

",

Pulse Secure
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15. (OPTIONAL) It is recommended you rename the account in the authenticator app to something more easily
identifiable, especially if you have more than one account configured.

Accounts :

ifobare Add account
R jfobare

513980 §

Edit accounts

Settings

Help

< Edit accounts

__jfobare X

jfobare




Remote Connect to Your PC - After You Connect to Pulse

After connecting with Pulse, your computer will be on CourtNet. You will be able to do
things such as connect to a court website or court web-based application. If you need to
connect to applications on your work computer desktop, you will need to connect to your
desktop remotely.

Important: Your work computer must be on to access it remotely. If it is off, contact
someone in the building, such as the Security Office or the Clerk's Office to see if they
can access your office and turn your computer on. You must also know your work
computer name — your IT staff may be able to provide your computer name.

In the lower right search box in Windows:

Type Remote

Click on Remote Desktop Connection

Type in the name of your work computer - starting with CRNY or SUP1CRM.
eg CRNY-23XTXM2



